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MCN Health Monitor

The finger on the pulse of your
critical systems

David Tayler — Service Engineer, OSISoft
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MCN Health Monitor

e Today’s presentation
— Introduction
— Description
— Interfaces
— Tag Builders
— Client tools
— Benefits
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MCN Health Monitor - Description

e What is it?

— Manufacturing Control Network Health
Monitor

 Interfaces
— Ping, TCP Response, Perfmon & SNMP

e Client Tools

— IT Organizer, Tag Builders & IT Overview
(ProcessBook Display Builder)
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MCN Health Monitor and PI

« MCN Health Monitor includes a set of four
Interfaces designed specifically to monitor
your IT & T Infrastructure

e This includes your Pl system!

Pl

MCN Health Monitor

360+ Interfaces
Interfaces
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MCN Health Monitor and PI

 Where does it fit In with your Pl system?

Client Stations Intranet/Internet
- ProcegsBook — - ActiveView
- DataLink - RtWebParts

APINode [B E[ P1server
-Runs Interfaces E lE -Data I—_hstorlan
-Buffers Data - -Analytics

| Data Sources

5 - Printer

\ Ry TesevE il m — _ SWI tCh

N _— — || - Server
. —— | - Router etc...
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MCN Health Monitor - Benefits

e Leverage existing infrastructure

e Pinpoint problems
— Analyse historical data to find problems
— Predict impending issues using baselines and history
— Uncover network bottlenecks

* Less downtime = money savings

e Monitor your critical systems
— Switches, routers, servers, applications, network
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MCN Health Monitor - Pre
Reguisite Knowledge

 If you already use a Pl system then you
will be familiar with it’s use!

« MCN Health monitor leverages existing Pl
Infrastructure

e Client tools are intuitive and make light
work of setting up monitoring

 RtWebParts can be utilized for viewing
displays created with the Display builder
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MCN Health Monitor - Uses

e Monitor your Pl system
— Pl server software
— PI server hardware
— Network connections
— Switching devices

« Monitor critical IT systems
— Servers
— Switches
— Routers
— Applications

e Monitor other devices like network printers and many
more!
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MCN Health Monitor - Interfaces

« TCP Response, Perfmon, Ping, SNMP

— These interfaces are enough to provide the necessary
basic monitoring of any IT & T network

e Basic versions of ping, perfmon and SNMP are
already installed on a Pl server but are limited!

 Full versions can be deployed on a dedicated
Interface node and have no limitations

e Licensed to run on as many interface nodes as
required to meet performance goals
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MCN Health Monitor - Interfaces

 |nterface Configuration

— Interfaces can be configured to either run interactively
or as a windows service

— Interfaces can be configured and maintained in two
ways:
» Graphically using the PI-ICU:

— Import configuration file, configure parameters, configure
service

* Manually
— Using a command window to install the interface as a service

— Editing the *.bat file to change the interface configuration
parameters
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MCN Health Monitor - Interfaces

V2w Pl-Interface Configuration Utility - piperfmon

Interface  Tools Help
= i a a5 66 7
Interface: |piperfmon > DTAYLERLAPTOP ~|  Rename
Type: |piperfmgn ﬂ Pl-Performance Monitar Pl Server Connection Status
Description: |F'erfmu:un interface i 1 _.-? dtaylerlaptap
i ¢ Wiiteabls
Wersions: |pi|:uerfmun.e:-:e werzion 1.2.0.6 Unilrt wergion 3.5.12.0
General Pl Host Infarmation
- Puairt S ource: |1:t J Server/Collective: |ENESINASRA NNl
Dizconnected Startup - J User: ||:uiadmin
Debug SDK Member:  [EIERMEEPOAI
F ailovver
Performance Paints Interface [D: |1 APl Hostnare: | J
Perfarmance Counters . :
Type: Maor-replicated - PI3
Health Points Scan Classes | P
piperfman 4k Yersion: |F'I 2.4.375.38
Servi — -
IDE:ZEE Sean Frequency | Scan Class # | Description: |
00:0C:05 1 Port 5450
Interface Status 000010 5 |
0015 3
000030 4
00:01:00 5
00:0%:00 B Interface Installation Path
D:%Program FileshPIPChnterfaceshpiperfmony
Cloze | Apply |
Feady Running piperfmon - Inzstalled
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MCN Health Monitor — PING
Interface

 Measures the latency of network
connections

« Use this interface to record a history of
ping response times for a device
— Use this information to see network response

times and troubleshoot slow / broken
connections

— Check whether a certain machine iIs
responsive
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MCN Health Monitor — PING
Interface

« Example of network congestion visible using
ping response times

9/28/2007 11:00:00 Ph

1 . .
9/28/2007 7:00:00 P 9/28/2007 11:00:00 P
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MCN Health Monitor — PING
Interface

e OSlsoft recommends you to configure a Pl
Ping tag for each:

— Data Acquisition Node

— Major network equipment (Switches,
routers,...)

— Internal application server (mail server, ERP
server, RDBMS,...)

— External (Mail destination addresses, Internet
sites, Remote offices,...)
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MCN Health Monitor — TCP

Resgonse Interface

e Use this to measure and archive the response
times of certain services and applications on a
TCP/IP network

— Services: FTP, Web, Mall etc...
— Ports: 161 for SNMP, 23 for Telnet

e Similar to ping but it connects to a particular
TCP port on the target machine

— Sends a connection request to a particular port
— Waits for an appropriate response from the service
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MCN Health Monitor — TCP
Resgonse Interface

 Pl| TCPResponse allows you to determine the
response times of
— HTTP (Web) servers;
— SMTP, POP3, and IMAP (mall) servers;
— FTP servers;
— DNS servers;
— Microsoft Windows Terminal Servers;
— OSlsoft’s Pl Servers;

— Any TCP application that exclusively uses a specific
port number.
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MCN Health Monitor - SNMP
Interface

e Simple Network Management Protocol

* Retrieves performance information from any SNMP
enabled device by guerying it's SNMP agent

— The interface acts as the SNMP client which requests
information from the SNMP agent on the monitored device

— The interface obtains information from device by accessing the
Object Identifier (OID)

— Communicates with SNMP agent using MIB (Management
Information Base) which is a description of the objects
o Use this to monitor just about any network hardware as
well as many applications

— Routers, switches, printers, operating systems, relational
databases etc...
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MCN Health Monitor — Perfmon
Interface

* Windows performance counters

— Computer Statistics: CPU, HD free space, memory,
network, etc.

— PI Statistics: archiving rate, snapshot rate,
compression ratio, number of connections to a server,
etc.

— Application Statistics: SQL, Pl...

« Can read performance counters from a local or a
remote machine
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MCN Health Monitor — Perfmon PI
counters

e Pl Base Subsystem Pl Network Manager

— Module Count — Connections
— Point Count — Bytes [Sent|Received]/sec
— Point Accesses/sec Pl Update-Manager
e Pl Archive Subsystem — Pending Events
— Archived Events/sec — New Events/sec
— Out of Order Events/sec — Lost Events/sec
— Time to Archive Shift Pl Message Subsystem
e Pl Snapshot Subsystem — Sent Messages/sec
— Snapshots/sec — Retrieved Messages/sec
— OutOfOrderSnapshots/sec — Inserted Messages/sec

Pl Performance Equation Scheduler
— NumberOfPEs
— TotalEvaluations/sec
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MCN Health Monitor — Perfmon PI
Server Overview

3li P1 ProcessBook - [PISERVEROVERVIEW.PDI*]

@Eﬂe Edit Wiew Insert Tools Draw Arrange Window Help

HOeHd &0 i@ % H [z - Gl K? =] | ] e

}E' M k% \DTOf‘ZBF“BW"DLEE.:._%L}@Ezms’uél = @ M T|_' ITOwervien
Wiew Motes Add Motes
Pl Server 3.4 Overwew
| Paint Count 3
il o i 1528? SNAPSHOT Queued Eventsisec
] 2| Snapshotsisec - : 7 7 5 QUEUE
12 54.10% O
Out of Order Snapshotsisec E : Compression Ratio e
0 ; ;
[ ] Snapshot Read/isec Archived Evegts!sec OVERFLOWS
Total Unflushed Events ||
= 1.211 Point Flushes/sec
Archive Events Readlsec 0
Llabbiiel | 13
PI-CLIENT ILLLLLLL ﬁ
Cache R dC |
APPLICATIONS R || |]]]]]
4 Primary Archive
iq—@ 66 % Used
Time to Archive Shift
857 hours
ON-LINE ARCHIVES
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Tag Builders

e Tag builders are available for each
Interface to make configuration easier

 The tag builders are SMT3 plug INS

'erformance Counters - Pl System Management Tools

File Wiew Toos  Help

o setings | Bl e
| Servers Buid Tags
DTAYLERLAPTOP [ Template Management a TR —_—
= @
Load ‘
Current Template(s]:
ER-CRECN | Aol Counters o Instances | |
o
= Dﬁ DTAYLERLAPTOP ]
% Alaims
i Analysis Framework * MET CLR Data
% Baich * MET CLA Exceplions
 Dala # MET CLR Intercp
# Interfaces E NET CLR Jit
= IT Paints 3 NET CLR Loading
T Organizer ® NET CLR LockséndThieads
Performance Counters & HET CLR Memory
Ping ® MET CLF Networking
+ MET CLR Remoting
SNMP
TCPResporse ® MET CLR Secuiity
& Operation ® MET Data Provider for Dracle
# Points ) NET Data Prawider for SqlServer
# Secuity * SPHET
® SP.MET Appicatians ¢
® SPHET Apps v1.1.4322
e Wt ¥ puidTas
(®) Create tags on Pl Server DTAYLERLAPTOR
O ‘wite tags to C5W File
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MCN Health Monitor — Client Tools

 IT Organizer
e This is an SMT3 Plug-in used to organize
your IT infrastructure
— Scans the interfaces for associated points
— Organizes groups of points into devices
— Allows you to assign roles to a device
 Create a Module Database structure for a

hierarchical model of your IT system and
then use this when building displays
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MCN Health Monitor — IT Organizer

vf{’ IT Organizer - Pl System Management Tools

Eile  wiew Tools Help
p' @Setup - @Helu
Coiumz =@ 5;;5 Map | Monitored Device List (2 Devices)
— = o Server
DT&YLERLAPTOR } Configuration Mode: DTAYLERLAPTOP
=& Switch
-
& 192.168.60.254 w &2 aill .
Delete  Clear  Refresh  Assign
| Device Name Last Update Date Percent Reporting . Total Paints - Comment
il 192162,50.254 4/10/2007 5 37:50 PM 1007% 36
il DTAYLERLAPTOP (1) 4/10/2007 5:37:43 PM 9% 8g
Paints | Roles Details for DTAYLERLAPTOR
Device Name Role Name
| Y DTAYLERLAPTOP  Microsaft Windows 2000,<P.2003
el
# Alarms
Analysiz Framewark
Batch
ata
riterfaces
= IT Points
IT Organizer
Performance Counters
Ping
SHMP
TCPResponse
+ Operation
oitits
ecurity
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MCN Health Monitor — Client tools

* ProcessBook display builder

— This Is a ProcessBook add in that allows you
to automatically build displays for devices you
have organized using the IT Organizer SMT3
plug-in

— Easily and efficiently build many displays at
the click of a button!

— Utilizes the Module Database
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MCN Health Monitor — Client tools

* ProcessBook Display Builder Add-in
Al Pl ProcessBook - [DTAYLERLA

Build Processbook Displays Far:

B Fie Edit view Insert Tooks D ™ The Selected Modules Only

(* The Entire Hierarchy Beneath the Selected Module
HEO@EE & & E

Dizplay Templates:
JE b g k ;}a \ E= bdicrozoft Win

Microsoft Windows 2DEIEIF',2DEIE Process
icrozoft Windows 2000%P 2003 Process Overview

YWiew Mokes Add Mokes

ITOverview ==l
- @ [DTAYLERLAPTOF]
= _‘L Server
_} DTAYLERLAPTOF
+- i Switch

v Automatically Link Dizplay to Module

Build Displays [n:

|D:'\tem|:l J

Build Displays ‘ Cancel ‘

OSlsoft.

VALUE NOW, VALUE OVER TIME



MCN Health Monitor — Client tools

* ProcessBook Display builder screen

A Pl ProcessBook - [DTAYLERLAPTOP MICROSOFT WINDOWS 2000,XP,2003.PDI]

ﬁ File Edit Yew Insert Tools Draw Arrange Window Help
Hoed &5 B2 % B | = B |[o0% v | &K
B |k d|\NOTOr =Dl v AL E£RE TG

Wiew Notes Add Motes

B

ITOvervi

: TTOverview— el .
= e praerrion | YWindows - DTAYLERLAPTOP
& >) Server
@ séitc[:‘TAYLERLAPTDF [ ] Online:Sinic.E Days [] Processor Usage %:  ##### [ | Commited Memary %o: HREEH
L i 5 HERuR
Errors start-up Processor Usage lhr Avg.: 15 Available Memory
: T RERER
Logon: RN Processor Queue Length:  ####% Memory Pages/sec
£ i T HEwas
System:  #wee# Processor Queue 1hr Avg.: 12 Private Bytes Total
Processes:  ##### Threads: #EHRH Interrupts: #####  Context Switches: #####

Froc. Queue Len

hour

nmitted B

VALUE NOW, VALUE OVER TIME



MCN Health Monitor — Steps to
configure monitoring

 Example: Configuring monitoring for a new
windows server machine
— Interface configuration
— Tag building
— IT Organizer — Assign role to device
— ProcessBook Display Builder
— Upload SVG to SharePoint if required
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MCN Health Monitor - Benefits

e Easy to use if you're already familiar with Pl

* A great way to leverage existing infrastructure &
Investment

e Further extend the benefits of your current Pl
system

« Manage IT resources effectively
« Historical and real time problem analysis
e Less downtime
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MCN Health Monitor

e More information...

— http://techsupport.osisoft.com
— http://training.osisoft.com

&9 =~ [ €] hemsitechsuppars.osisoft. comfProdustsiLayered+ Produsts/MCHHHeatHMETROIMCH-Heskf HManitor Fim (4] % Ll
T | @ MCN Health Monitor ‘ | - B - & - [ page - 0 Toolks -
@ 0sl GLOBAL ‘ 0SIDN ‘ TRAINING ‘ SUPPORT ‘

MY SUPPORT | PRODUCTS | DOWNLOAD CENTER | KNOWLEDGE CENTER | CONTACT US

MCN Health Monitor welcome David | Sign Out

LAYERED PRODUCTS MCN Health Monitor Home Yersion 1.2.0.0
MCN Health Monitor
o1 ACE Manufacturing Control Network (MCN) Health Monitor detects anormalies within the process Release Date | 17-Oct-2006
manufacturing IT infrastructure, enabling it to provide better notification and warnings of

P1 Analysis Framewark performancs threats, See the MCM Health Monitor Webinar for additional infarmation. INFORMATION
F1AFI Hame
P1 DataLink for Excel Release Announcements
Services Overview
oriee PI Performance Monitor Interface +1.4.1.0 (PR1) is released System Requirsments
P1IT Monitor PI Perfarmance Manitor Interface w/ICU Contral vi.4.0.0 (PR1) is released Components

PI SNMP Interface v1.4.0.0 (PRL) is released
PTODBE Client DOCS AND DOWNLOADS
P1 GLEDS Provider FI TCPResponse Interface +1.1,5.0 (FRL) is released e Kite
P1 SDK PI SNMPTrap Interface w/ICU Control +1.1.2.0 (PR1) is released o

tras

PINet / P1 on PINet More...
PracessPoint FAQs
RtPM Business Package Support Bulletins Field Support
for 24P £ 6.0 MCN Health Monitor's IT O 1.2.0.0 s not thile with P SMT [nstal Kits
AtiabParts MON Health Hanitor's IT Organizer v1.2.00 s not compatbil ui Mowelottors
Sigmafine Tnstallation problem in MCH Health Monitor PI Performance Counters Plug-In Release Notes

to SMT 3 v3.2.1.0 Training Materials

after upgrading PI ProcessBook, the IT Overview and all other Add-ins do not User Manuals

appear on list of available add-ins
1T Owerview v1.0.0.0-1.1.0.0 does not install into ProcessBook 3.0.15.2

Copyright @ 2007 OSIsaft, Inc. | Ernail this Page 1 Privacy Policy | Cantact Us 1 Site Map

€ mnternet 100 -
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http://techsupport.osisoft.com/
http://training.osisoft.com/

MCN Health Monitor

Thank You!
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